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Abstract: The rapid growth of online social networks has increased communication and information sharing among users.
However, it has also led to the creation of many fake profiles used for spam, fraud, and spreading misinformation. Detecting these
fake accounts is important to maintain the security and reliability of social networking platforms. This project proposes a neural
network-based approach to identify fake profiles across online social networks. The system analyzes various user profile features
such as account activity, number of friends, posting behavior, and profile information. These features are given as input to a neural
network model that learns patterns to distinguish between genuine and fake profiles. The trained model can automatically classify
new profiles with good accuracy. The proposed method helps improve the detection of fake accounts and supports social
networking platforms in enhancing user security and trust.
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I. INTRODUCTION

Online social networks such as Facebook, Twitter, and Instagram are widely used for communication, information sharing, and social
interaction. However, the rapid growth of these platforms has also increased the number of fake profiles, which are often created for
activities such as spam, fraud, and spreading misinformation. These fake accounts can negatively affect the trust and security of social
networking platforms.

To address this problem, techniques from Machine Learning and Artificial Intelligence are used to automatically detect suspicious
accounts. In this project, a model based on Neural Networks is used to analyze user profile features such as account activity, number
of friends, and posting behavior. The system learns patterns from the data and classifies profiles as genuine or fake, helping to
improve the safety of online social networks.

The proposed approach focuses on analyzing different profile attributes and behavioral patterns of users. By training the neural
network with labeled datasets, the system can accurately identify suspicious profiles. This automated detection method reduces
manual effort and improves the efficiency of fake profile identification. The overall goal of the project is to enhance security and
maintain trust within online social networking platforms.

Another important aspect of fake profile detection is analyzing the behavioral patterns of users within social networks. Genuine users
usually show consistent activities such as regular interactions, meaningful posts, and stable friend connections, whereas fake profiles
often display abnormal behaviors like sending excessive friend requests, posting spam content, or having incomplete profile
information. By studying these patterns and applying neural network models, the system can effectively learn the differences between
real and fake accounts and improve the accuracy of detection.

I1. PROBLEM STATEMENT

The rapid growth of online social networking platforms such as Facebook, Twitter, and Instagram has led to an increase in the humber
of fake profiles. These fake accounts are often created to spread spam, perform fraudulent activities, distribute misleading
information, or collect personal data from genuine users. Such activities can reduce the trust, security, and reliability of online social
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networks.

Traditional methods of detecting fake profiles mainly rely on manual monitoring or simple rule-based systems, which are often
ineffective in identifying large numbers of fake accounts. As social networks continue to grow rapidly, it becomes difficult to detect
suspicious profiles using these traditional approaches. Therefore, there is a need for an automated and intelligent system that can
accurately detect fake profiles. The problem addressed in this project is to develop a neural network-based model that can analyze
user profile features and behavioral patterns to effectively identify and classify fake accounts in online social networks. This system
aims to improve detection accuracy and enhance the security of social media platforms.

I1l. RELATED WORK

Several studies have been conducted to detect fake profiles in online social networks using machine learning techniques. Researchers
have used algorithms such as Support Vector Machine (SVM), Naive Bayes, and Decision Trees to classify user accounts based on
profile information and activity patterns. These methods analyze features like number of friends, posting behavior, and account
activity to identify suspicious accounts.

Recently, deep learning techniques such as Artificial Neural Networks (ANN) have been used for fake profile detection because they
can learn complex patterns from large datasets. Neural network models analyze multiple user profile features and provide better
accuracy in distinguishing between genuine and fake profiles.

These studies show that machine learning and neural network approaches are effective in improving the detection of fake accounts in
online social networks.

IV. LITERATURE REVIEW

The detection of fake profiles in online social networks has become an important research area due to the rapid growth of social media
platforms such as Facebook and Twitter. Many researchers have proposed different techniques to identify fake accounts and improve
the security of online platforms.

Earlier studies mainly focused on traditional methods from Machine Learning such as Support Vector Machine (SVM), Decision
Trees, and Naive Bayes for fake profile detection. These methods analyze user profile attributes like number of friends, posting
frequency, and account activity to classify profiles as genuine or fake. Although these approaches showed good performance, they
have limitations when handling large and complex datasets.

Recent research has introduced deep learning techniques such as Artificial Neural Networks to improve detection accuracy. Neural
network models can automatically learn complex patterns from user behavior and profile features. These models are capable of
identifying hidden relationships in data and provide better performance compared to traditional methods.

Therefore, many modern fake profile detection systems use neural network-based approaches to analyze user data and improve the
reliability and security of online social networks.

V. PROPOSED SYSTEM

The proposed system focuses on detecting fake profiles in online social networks using a Neural Network-based model. The system
collects various user profile features such as number of friends, account activity, posting behavior, profile information, and interaction
patterns. These features are used as input data for training the model.

In this system, the collected dataset is first preprocessed to remove unnecessary or missing data. After preprocessing, the important
features are selected and given to a Neural Network classifier for training. The model learns patterns from both genuine and fake
profiles present in the dataset. Once the training process is completed, the trained model can classify new user profiles as real or fake.
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The proposed system includes several stages such as data collection, data preprocessing, feature extraction, model training, and
classification. Feature extraction helps in identifying the most relevant attributes that influence fake profile detection. The neural
network processes these features through multiple layers to learn complex relationships within the data.

After training, the model is tested with unseen data to evaluate its performance and accuracy. The system can automatically detect
suspicious profiles and assist social networking platforms in reducing spam, fraud, and other malicious activities. By using neural
network techniques, the proposed system improves efficiency, scalability, and reliability in fake profile detection.

VI. MODELS USED

In this project, a Neural Network model is used to identify fake profiles in online social networks. Neural networks are a part of Deep
Learning and are widely used for classification and pattern recognition tasks. The model is trained using profile features such as
number of friends, posting behavior, account activity, and profile information to distinguish between real and fake accounts.

Artificial Neural Network

Hidden
Inputs Output(s)

O
o
O

The main model used in this project is the Artificial Neural Network (ANN). ANN consists of multiple layers including the input
layer, hidden layers, and output layer. The input layer receives user profile features, the hidden layers process the data by learning
patterns, and the output layer produces the final classification result as either genuine or fake profile. The neural network model is
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trained on a labeled dataset containing both real and fake profiles. During training, the model adjusts its weights to improve prediction
accuracy. After training, the model can analyze new user profiles and classify them based on the learned patterns. This approach helps
in improving the efficiency and accuracy of fake profile detection in online social networks.

VII. RESULTS

The proposed system successfully detects fake profiles in online social networks using an Artificial Neural Network (ANN) model.
The model analyzes various user profile features and accurately classifies profiles as genuine or fake. Experimental results show that
the system effectively learns patterns from the dataset and improves the detection of suspicious accounts.

F ONISING OF FAKE PRORS FS ACSOAS OMIING SIXCIA. NFTIRNORES BY LSING NEURE NS TWIDRE -

IDENTIFING OF FAKE FPROFILES ACROSS ONLINE SOCIAL NETWORKS BY USING NEURAL NETWORK

Urkond Sl Yotk Praiee Dot
Preprocess Dataset
Rus ANN Algocithe
R ———
Predict Fake/Gensine Profile using ANN

Logemt

| - R deec=mB2?FESa@®yre ~

This shows the main interface of the fake profile detection system. It provides different options such as uploading the dataset,
preprocessing data, running the ANN algorithm, and predicting fake or genuine profiles. This interface allows the user to control and
execute the entire fake profile detection process.
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This shows the dataset upload process of the social network profiles. The system successfully loads the dataset and displays the
profile records with different attributes such as age, gender, friend count, and status count. This data is used as input for training the
neural network model to detect fake profiles.
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This shows the dataset preprocessing stage of the system. In this step, the uploaded dataset is divided into training and testing datasets
for model development. This process prepares the data for training the Artificial Neural Network (ANN) model and evaluating its

performance.
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This shows the ANN accuracy and loss graph generated during the model training process. The graph illustrates how the model's
accuracy improves while the loss value decreases across training iterations. This indicates that the neural network is learning patterns

effectively from the dataset.
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This shows the prediction results of the Artificial Neural Network (ANN) model. The trained model analyzes the profile data and
classifies each account as either a fake profile or a genuine profile. This result demonstrates the system’s ability to automatically
detect suspicious accounts in online social networks.

VIIl. CONCLUSION

In this project, a neural network-based system was developed to identify fake profiles in online social networks. The system analyzes
various user profile features such as account activity, number of friends, and profile information to detect suspicious accounts. An
Acrtificial Neural Network (ANN) model was used to learn patterns from the dataset and classify profiles as genuine or fake. The
experimental results show that the proposed can effectively detect fake profiles with good accuracy. This approach helps improve the
security and reliability of social networking platforms. Overall, the system provides an efficient solution for identifying malicious
accounts and maintaining a safer online environment.
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